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1. What’s the problem?



Four (good) reasons for practicing data
governance (in research):

Avoid repeating experiments and thus reduces the costs

Contributes to global development by the study of
phenomena other than those initially thought of

Guards against research fraud and improve
reproducibility/replicability of results

Can be used by students in their learning activities
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“but, researchers face challenges in
organizing and sharing their data”

¥



Factors affecting researchers' RDM (n

Challenge

Lack of policy frameworks

Lack of incentives

Lack of skills to create metadata
Lack of curation skills and training
Lack of storage network infrastructure
Lack of guidance and support

Lack of curation tools and software
Finding data produced by others
Lack of support from the university
Lack of incentives to share data
Most data is not trustworthy
Failure of re-users to cite my data
Prohibitive institutional policies
Obsolescence of technologies

84).

Chawinga & Zinn, 2020
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Short term preservation strategies A 89.3%
Data management plans A 14.3%

Preservation planning A 11.9%
Disposition of data A 10.7%
Ddata management standards o 7.1%
Creating preservation metadata o 7.1%
Long term preservation strategies M 7.1%
Identifying standards and practices M 3.6%

RDM competencies

Migrating to newer file formats W 3.6%

0% 20% 40% 60% 80% 100%

Number of respondents (%)

Chawinga & Zinn, 2020



Follow good practices !



Make Data F/IR
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v" well-described &
documented (e.g.ina
README file)

v" clear conditions to cite
and reuse data (e.g. CC
licenses)

- allow data to be correctly
interpreted and reused
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2. Design Approach: « under the hood »

DLCM Project



Advanced Open
Features Architecture

Modern
Methodologies




2.1 Modern Methodologies

DLCM Project
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Interaction Information
Design Architecture

Content Visual
Strategy Design

User Functionality
Interface

Typography Usability
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Researcher’s Journey

Grant access

\ I / to your team
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Share

your data

your data

Get your for preservation Search for

preservation m your data

space (DOI)

" sep1 | " sTeps °®



2.2 Open Architecture

DLCM Project



Innovative Design

Image by Painting Valley CC BY-NC 4.0
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https://paintingvalley.com/rolex-watch-sketch

Innovative Design

Open Tools
OAIS Model

Management

Image by Painting Valley CC BY-NC 4.0
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Innovative Design
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Storage Network
Open Tools

1S |

Management
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Innovative Design

User Web Portal

Modular Architecture
Storage Network
Open Tools
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Management

Image by Painting Valley CC BY-NC 4.0
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2.3 Advanced Features
DLCM Project
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What is Preserving Data?

Creation Pre-lncestion Ineestion Disnosal Process

faw DLCM*™
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Based on the OAIS Model (Open Archival Information System, I1SO 14721)


http://www.oais.info/

Backup vs. Archiving

Preserve information as required by
regulations and institutional policies

Auditable

Follows a life cycle
Self-described
Data integrity

O O O O

BACKUP

Insurance policy against unforeseen
system failures

Incremental

Multiple snapshots

Retained on short periods of time
Not searchable

o O O O



Features & Best Practices

Access Level
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The National Archive, UK
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3. What Next ?

DLCM Project



Adding Redundancy: Byzantine Agreement Problem

* First studied by Lamport et al. in 1982
* Distributed system with n replicas, which could tolerate f faults, n = 3f + 1
 LOCKSS* n>> 3f+1-> from elections to opinion polls
s oyt 2N
 LOCKSS’ design principles: (TR
Va'

« Cheap storage (unreliable), diverse technologies

Hash comparisons (and no stored checksums)

No long-term secret for identities (just for polling > sha1enough)

Use inertia - running very slowly limits attacks and damage

Integrate intrusion detection intrinsically and assume a strong adversary

* Lot of Copies Keep Stuff Safe
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DNA code stl file
Binary stl file _ .

1001100011 / AATCGGGCI' G
1010100010 Encode
1110110100 with DNA fountain

A DNA-of-things storage architecture to create materials with embedded memory

encapsulation
1001001001

Sequencing and decoding i .
with DNA fountain ilament extrusion

Printing of 3D object

e

o

DNA library:
12,000 oligos x 145 nt

0110010

1110100

J Koch et al. (2019) Nature Biotechnology

0.2 wt% DNA loadin stl file size: 100 kB



... Some numbers
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J Koch et al. (2019) Nature Biotechnology

DNA storage capacity: 215 PB per gram

Half-life of several thousands years
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Questions?

Go to https:/sandbox.dlcm.ck
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