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Data Protection Acts 
•  First Act passed in 1984 

•  By mid-1990s problems included online capture of 
personal data via cookies etc, junk email – “spam” 

•  European Directive on Data Protection leading to  
–  1998 Data Protection Act 
–  Privacy and Electronic Communications (EC Directive) 

Regulations 2003  

Data Protection Act 1998 

•  Key player is the Office of the Information 
Commissioner 

•  Runs an excellent informative web site on 
Data Protection 

•  www.informationcommissioner.gov.uk 

Swiss Federal Act on Data Protection 
 1992 / 2008  

•  Legal grounds for data processing (by private individual) 
•  Legal grounds for processing by authorities  
•  Provisions concerning sensitive data (processed by authorities)  
•  The data subject's right to be informed (by the authorities processing 

his/her data)  
•  The data subject's right of access to her/his data  
•  The data subject's right to object (Prohibition of disclosure)  
•  Transfer of personal data to third countries  
•  Supervisory authority 
•  http://www.dataprotection.eu/pmwiki/pmwiki.php?n=Main.CH 
•  http://www.edoeb.admin.ch/org/00828/index.html?lang=en 

CH - LIPAD 
•  Loi sur l’information du public, l’accès aux documents 

et la protection des données personnelles (LIPAD) 
–  http://www.ge.ch/legislation/rsg/f/rsg_a2_08.html 

•  Préposé à la protection des données et à la 
transparence (PFPDT)  
–  Federal 

 http://www.edoeb.admin.ch/dokumentation/00444/01010/index.html?lang=fr 
–  Geneva 

http://www.ge.ch/ppdt/ 

Privacy 

•  European Convention on Human Rights states: 
   “Everyone has the right to respect for his private 

and family life, his home and his 
correspondence” 

•  Led to UK Regulation of Investigatory Powers 
Act 2000 (RIPA – see Governance lecture) 



Freedom of Information 

•  Public pressure for greater openness by UK   
Government 

•  To access data held by a public authority 
•  Demand for access to Government information 

led to 

 Freedom of Information Act 2000  
    (see Freedom of Information lecture) 

Data Protection Act - Concepts 
•  Data – information being processed 

automatically or collected with that intention or 
part of a relevant filing system 

•  Data Controller – “person” who determines who 
or how personal data is processed 

•  Personal data – data about a living person who 
can be identified from the data possibly used 
with other data the Data Controller may have 

Data Protection Act - Concepts 
•  Data subject – individual who is subject of 

personal data 

•  Sensitive personal data – data about racial or 
ethnic origins, political opinions, religious beliefs, 
etc 

•  Processing – obtaining, recording or holding 
data or carrying out any operation on it 

Data - Example 

•  Personal information:  
–  Name, address, date of birth, telephone number (for 

identification) 
–  Sensible data: Ethnic origin, religious beliefs, political 

ideas, police/justice records, health details  
–  IP Address 
–  Type of job 
–  Schools attended 
–  Credit card numbers  
–  Shopping profile (for supermarket loyalty points) 

Importance of keeping data safe 

•  Personal information is valuable 
–  identity theft --- criminals can use  

personal details to open bank  
accounts, apply for credit cards and get state benefits 
in your name. 

–  Incorrect personal information inadequate or out of 
date can lead to people being unfairly refused jobs, 
housing, benefits, credit or a place at college. 

•  Always think carefully before supplying personal 
information.  
–  Always ask why an organisation is requesting it, as 

you may not need to supply it. 

Identity Theft 

•  http://www.bbc.co.uk/news/business-11553199 



Rights of Data Subject 

•  Right to access information held about 
data subject (“you”).  

•  Right to ask an organisation to stop 
sharing information about data subject. 
–  .. But … they only have to do so where the 

sharing causes unjustified damage or 
distress. 

Data Protection 

•  http://www.youtube.com/watch?v=ttV48dVQq-Y 
•  My Data – Your business? 

Data Protection Act - Principles 
1.  Personal data shall be processed fairly and 

lawfully and in particular shall not be 
processed unless  

 (a) data subject has given their consent and  
(b) for sensitive data, data subject has given their      

 explicit consent 

Failing to tick an opt-out box is not sufficient for (a) 
and for (b) processing and any possible 
disclosure must be explained 

Data Protection Act - Principles 

2.  Personal data shall be obtained only for one or 
more specified and lawful purposes and shall 
not be further processed in any manner 
incompatible with those purposes 

Data Controllers must tell the Information 
Commissioner what data they are collecting 
and the purpose for which it is being collected 

Data Protection Act - Principles 

3.  Personal data shall be adequate, relevant and 
not excessive in relation to the purpose or 
purposes for which they are processed 

Data cannot be collected that is not needed, for 
example shops collecting customers 
addressing when not delivering goods 

Data Protection Act - Principles 

4.  Personal data shall be accurate and, where 
necessary, kept up to date 

Very difficult. Universities are often not told of 
changes of address by students and it is very 
difficult for the university to update its records 



Data Protection Act - Principles 
5.  Personal data processed for any purposes 

shall not be kept for longer than necessary for 
those purposes 

Retention periods must be determined for all data. 
Auditors require data kept for 7 years, civil 
court actions can start up to 6 years after an 
event being complained of 

Data (including backups) must be deleted at the 
appropriate time 

Facebook 

Data Protection Act - Principles 
6.  Personal data shall be processed in accordance with 

the rights of the data subjects 

Data subjects have a right to know: 
Description of data being held 
Why it is being held and processed 
People and organisations to whom it may be disclosed 
Intelligible statement of data held about them 
Source of the data 

Data subjects also have a right to: 
Prevent processing likely to cause damage and distress 
Prevent processing for direct marketing 
Compensation for damage caused by unlawful processing 

Data Protection Act - Principles 

7.  Appropriate technical and organisational 
measures shall be taken against unauthorised 
or unlawful processing of personal data and 
against accidental loss or destruction of or 
damage to personal data 

Data controllers must protect the data they hold 
against security attacks and must take 
appropriate measure for not distributing it 
accidentally. 

Examples of Data Loss 

http://money.uk.msn.com/news/articles.aspx?cp-documentid=154483873 

Examples of Data Misuse 

•  http://news.sky.com/skynews/Home/Politics/HMRC-Sends-50000-Tax-Credit-Recipients-Information-Belonging-To-Other-People/Article/201005415639438?f=rss 



Data Protection Act - Principles 
8.  Personal data shall not be transferred to a 

country outside the EEA unless the country 
ensures an adequate level of protection for the 
rights and freedom of data subjects in relation 
to the processing of their personal data 

This both protects an individual against having 
personal data transferred to countries lacking 
appropriate legislation while expressly 
permitting organisations to export data to 
countries that do 

Use of Google Analytics 

Use of Google Analytics 
•  Problem: 

–  IP address is a private data, needs to be protected 
–  Ville de Genève wanted to use Google Analytics for establishing statistics of 

access to its web site. 
–  This requires IP address, geographical location, time of user of web site to be 

sent to Google (in the US).  

•  Solution 
–   inform users about this 
–  Advice to users to close any other internet site (e.g. emails, chat, etc) 
–  Respect 9., because Google has a “Safe Harbour” agreement with Switzerland 

•  http://www.ge.ch/ppdt/doc/documentations/PPDT_Agrement_no_9_Ville-GE_Google-
Analytics_2010_05_20_V.pdf 

•  Other agreements (Geneva PPDT): 

•  http://www.ge.ch/ppdt/documentations.asp 

Tesco ClubCard 

•  Scrutinise shopping profile of customers 
– Targeted  offers 
– Strategic choices (opening more small shops) 
– Sharing with other companies 

•  http://www.ft.com/cms/s/0/f90ed19a-7129-11db-8e0b-0000779e2340.html 

Tesco Club Card 



SWIFT  

•  http://www.privacyinternational.org/article.shtml?cmd[347]=x-347-546363 

Google – Privacy case with Street View 

•  http://www.bbc.co.uk/news/technology-11614970 

Privacy and Electronic Communications  
(EC Directive) Regulations 2003 

•  Telecommunication network and service providers and 
individuals : 
- use of publicly available electronic communications services for direct 

marketing purposes  
- unsolicited direct marketing activity by telephone, by fax, by electronic mail 

(this means text/video/picture messaging and email) and by automated 
calling systems 

•  Telecommunication network and service providers only:  
- processing of electronic communications traffic data  
- location data and billing data  
- calling or connected line identification  
- directories of subscribers  
-  security of telecommunications services and the use of cookie type devices 

Prohibits unsolicited phone calls, texts, emails for direct marketing 
without the permission of the recipient 

Complaints can be made to Information Commissioner 
Difficult to enforce if caller/sender is outside EEA 

•  http://thumannresources.com/2010/09/28/who-owns-your-data/ 

http://www.telegraph.co.uk/technology/facebook/8012043/Girl-14-fears-21000-party-guests-after-Facebook-invite-blunder.html 

Mobile Phones 

http://www.lemonde.fr/technologies/article/2010/12/20/ces-donnees-privees-que-les-applications-mobiles-transmettent-a-votre-insu_1455982_651865.html 




