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Modern Information Systems 

•  Most complex artefacts yet built 
•  Essential to modern civilisation 
•  Robust and Secure 
•  Still poorly understood by public 
•  Raise many issues in different areas 
•  Existing laws not always cover all cases 



Social and Legal Issues 

•  Privacy, data protection 
•  Lack of face-to-face social interactions 

–  World of warcraft 
•  Censorship, denial of access to data  
•  Parental control, security on line, cyberbullying 
•  Accessing data online – downloading/sharing / 

Google books / CCTV / Hadoppi Law (France) 
•  … 



Privacy, Data Protection 

•  Google – StreetView 

Many countries where people  
request pictures to be removed 



Data Protection 

•  Data  
Handling 



Data Protection 
•  Financial  

loss 

http://www.20min.ch/ro/news/suisse/story/14517522 



Green IT 

http://www.youtube.com/watch?v=QPty-ZLbJt0 

http://www.pcmag.com/article2/0,2817,2369306,00.asp 



Intellectual Property 

•  Video 
copyright 



Google Books 

•  Copyright 
•  Antitrust 

http://www.clipsyndicate.com/video/playlist/5658/1313894?title=clipblast 



E-Commerce 
•  International  

dimension 
–  Illegal to buy 

sell some items 
–  Taxes 

http://news.bbc.co.uk/2/hi/uk_news/7877688.stm 



Governance 

http://www.actualite-francaise.com/depeches/resultats-elections-regionales-partir-18-heures,8756.html 



Defective Software 

http://www.technewsworld.com/story/33398.html?wlc=1284993207 



Software is Mission Critical 



Huge Costs 



Software investment 
has a major impact on 

national GDP 

FT Feb 14th 2006 



Unsettling Global Markets 



Disappointed Customers! 



Crime around the Globe 



Tragic Delay 



Computer errors can kill - 1992 



Problems 
•  Defective Software 

–  Financial crashes 
–  Money losses 
–  Lives losses 
–  Damage to business 

•  IS Evolutions 
–  Financial cost 

•  Crime around the globe 
–  Identity theft 

•  Commerce around the 
globe 
–  Incompatible laws, taxes  

•  Data Protection 
–  Loss of data, privacy 
–  Keeping data too long 

•  Intellectual Property 
•  Copyright, trademarks 

•  Censorship 
•  Access to information 

denied 
•  Governance 

•  Surveillance 

•  Green IT 
•  (un)sustainable power 

consumption 



Issues 

•  Responsibility? 
•  Rights and duties of 

individuals and 
organisations 

•  How to deal with laws 
from different 
countries? 

•  What can 
organisations do? 

•  Why do things go 
wrong? 

•  What can be done to 
prevent mistakes 
happening again? 

•  Who is responsible 
for doing something? 



Characteristics of Professions 

Professions characterised by: 
•  Substantial body of knowledge 
•  Specified training and controlled entry 
•  Organised into one or more professional  

institutions 
•  Lay down standards of conduct enforced 

by disciplinary procedure 



Typical Functions of Profession 

•  Maintain Code of Conduct and disciplinary 
procedures 

•  Disseminate good practice and new 
developments, eg publications and seminars 

•  Setting standards for initial education and 
minimum experience for public recognition as 
“Member” 

•  Advising government and regulatory bodies 



Public Recognition of Practitioners 

•  Job Titles can be “Reserved” eg Architects 
•  Functions can be “Reserved” eg Chartered 

Accountants as Auditors 

•  In USA, “Engineer” is reserved in some 
states 

•  This can cause problems for “software 
engineers” and “systems engineers”! 



In the UK 
In the UK, building Information Systems is regarded as an 

engineering discipline 

There are 40+ Engineering Institutions 
They are recognised by Engineering Council 

Two of these are: 
•  British Computer Society (BCS) 
•  Institution of Electrical Engineers (IEE) 

•  Their members are MBCS or MIEE and also Chartered 
Engineers (CEng) 



Public Interest 
Due care & diligence 
Comply with law and regulations 

Duty to Employer 
Avoid conflicts of interest, misrepresentation, respect 

confidentiality 
Duty to Profession 

Uphold reputation of profession and institution 
Professional Competence & Integrity 

Maintain professional knowledge and skills 

BCS Code of Conduct 



In Switzerland 

•  Société suisse des informaticiens 
– http://www.s-i.ch/ 

•  Members 
– Lifelong learning, networking, mentoring 

•  Working Groups 
–  Information Systems, AI, OO, Networking, … 



SI Code of Conduct 

•  Code of Ethics 
–  http://www.s-i.ch/fileadmin/s-i/download/SI_Ethik_v1.0_20070110_E_04.pdf 

•  Ethical commitments 

–  fair competition 
–   trust between the customer and the service provider 
–   ecological and social sustainability in informatics 
–   avoidance of unnecessary and uncontrolled complexity. 



ACM 

•  Association for Computing Machinery 
– www.acm.org 

•  Publications 
•  Networking 
•  Working Groups 
•  Conferences 
•  Careers 


