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It’s All about Qubits...
• Quantum bits (qubits) instead of classical bits that can exist not only in the 0 and 1 state but in both 

simultaneously (superposition property)
• The entanglement property enables several qubits to exist in a quantum state that cannot be 

described independently of each other. True parallel computing power!

• In 1994 Peter Shor’s algorithm introduced a way to exponentially reduce the complexity of 
computationally hard problems using a quantum computer

• These problems (prime factorization, discrete logs over integers mod p, discrete logs over elliptic 
curves, etc.) constitute the foundations of today’s asymmetric cryptography (including digital 
signatures)

• Lov Grover’s quantum algorithm (1996) showed a quadratical improvement in database 
searches resulting in a potential threat to the secrecy of cryptographic keys

• His results significantly impact the security of today’s symmetric cryptography and hashing 
algorithms

Existing beliefs on tractability and theory of computation dramatically 
reshaped by a functional, general purpose quantum computer
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Impact on Current Cryptography
• Symmetric Algorithms: Mandatory increase of key sizes (256 bits minimum!) – Grover’s 

algorithm

• Crypto hashes and MACs: Mandatory increase of digests and MAC-values (512 bits minimum!) 
– Grover’s algorithm

• Asymmetric (public-key) Algorithms: Totally broken by Shor’s algorithm. 
This includes most current encryption and signature schemes as well as key establishment 
protocols protecting the Internet!

Symmetric algorithm resistance is practically irrelevant since crypto 
keys are shared through quantum unsafe asymmetric primitives…

Beware of the store now decrypt later risk...

Today’s Internet cryptography would be totally devastated by the 
“quantum apocalypse” !
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On the Positive Side
Quantum Random Number Generators (QRNG) enable best quality (maximum entropy) 
cryptographic keys strengthening current and future algorithms
Quantum Key Distribution (QKD) protect secrets from unauthorized disclosure relying 
quantum physics principles
Post-Quantum Cryptography (PQC) algorithms provide protection against a quantum-
enabled adversary

Mathematical problems intractable to date will become solvable by a powerful and 
universal quantum computer: factoring, discrete logarithms, finite fields computation, 
optimization problems, etc.

Generalized quantum supremacy will expand horizons in artificial intelligence, machine 
learning, molecular modeling, weather forecasting, logistics, financial modeling, 
particle physics, gene study, etc.

Quantum computing will bring countless benefits to science and society 
(healthcare, physics, biology, finance, etc.)
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From Moore’s Law to Neven’s Law
Moore’s law describes the evolution of computing capabilities. According to this law, the 
computing power doubles every two years and, as such, grows exponentially:

According to Google’s scientist Hartmut Neven1, quantum computers would benefit from 
double exponential growth:
• The intrinsic exponential advantage of a quantum computer
• The advances in the building process of quantum computers (error rate reduction)
As a result, Neven’s Law states that the growth rate of quantum computer power will 
follow a double exponential rate:

Neven foresees that 10 years from now classical computers will be
32 times more powerful whereas quantum computers will improve their 

capacity more than 4 billion times !

1.A New Law to Describe Quantum Computing’s Rise? Quanta Magazine. https://www.quantamagazine.org/
does-nevens-law-describe-quantum-computings-rise-20190618/
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Down to Earth
• The race for quantum supremacy where a quantum computer executes a calculation 

intractable to a classical computer has started
• As of today, quantum supremacy remains limited to very specific computations
• The execution of the Shor and Grover algorithms is well beyond current quantum 

computers’ execution capabilities.
• Quantum noise control related to multi-qubits platforms and extremely cold processing 

conditions (barely above Kelvin-zero, -273.15 oC) remain serious challenges

• Prof. M. Mosca1 points out the three variables that define the quantum transition:
How long does your encryption needs to be secure (x years)?
How long will it take to re-tool your existing infrastructure with a quantum-safe solution (y years)? 
How long will it be until a large-scale, general purpose quantum computer is built (z years)?

If x + y > z then you should start making steps to prepare now

1.Cybersecurity in an era with quantum computers:  will we be ready? Michele Mosca. https://eprint.iacr.org/
2015/1075.pdf
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IBM’s Roadmap for Large Scale Quantum Computers
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Expert Opinions1

1.Quantum Threat Timeline Report 2020. Dr. Michele Mosca and Dr. Marco Piani, Global Risk Institute.
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A First Call...
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... and then a Second
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The NIST PQC Competition1

• In 2016 NIST issued a Call for Proposals for Post Quantum Cryptography (PQC) 
algorithms. First round features 82 initial candidate algorithms.

• A first group of standardization candidates has been announced (July, 5th, 2022):
• 1 encryption/key establishment (CRYSTALS-Kyber)
• 3 digital signature (CRYSTALS-Dilithium, FALCON and SPHINCS+)

• 4 encryption candidates advance to 4th round (BIKE, Classic McEliece, HQC and SIKE)

• In terms of computational strength, five security levels are considered:

1. Dustin Moody. Let’s Get Ready to Rumble - The NIST PQC “Competition”. https://csrc.nist.gov/CSRC/media/Presentations/Let-s-Get-Ready-to-
Rumble-The-NIST-PQC-Competiti/images-media/PQCrypto-April2018_Moody.pdf
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...and here Comes Immaturity (February 2022)

“Serves as a reminder to not put candidates into products until the standard is done”

(The Beginning of the End: The First NIST PQC Standards. March 2022. Dustin Moody, NIST)
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...and here comes Immaturity AGAIN (August 2022)!

David Jao, professor at the University of Waterloo and co-inventor of SIKE:
“In general, there is a lot of deep mathematics which has been published in the mathematical 
literature but which is not well understood by cryptographers. I lump myself into the category of 
those many researchers who work in cryptography but do not understand as much mathematics as 
we really should. So sometimes, all it takes is someone who recognizes the applicability of existing 
theoretical math to these new cryptosystems. That is what happened here.”
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Maturity of Post Quantum Encryption (PQC) Algorithms

Crypto-Agility transcends immature PQC algorithms
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Takeaways
• Quantum technology has evolved from a promising research direction into a viable 

technological solution for real cyber-security problems
• Quantum Random Number (QRNG) and Quantum Key Distribution (QKD) are 

implemented and mature technologies available Today!
• Post-Quantum Cryptography (PQC) algorithms still immature and not yet standardized
• General purpose, full-scale quantum computers are still years away but:
• Stakes are so high that unprecedented research efforts and massive investments are being 

devoted to the design and implementation of these systems.

The cloud may bring quantum power to our fingertips but...

Technology wars between quantum and non-quantum enabled

countries/organizations are foreseeable

Quantum may become the nuclear technology of computation


