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Abstract

Decentralisedystemsnadeof autonomouslevicesandsoftwarearegainingmoreandmoreinterest.
Theseautonomou®lementausuallydo not know eachotherin advanceandact without ary central
control. They thusform a societyof devicesandsoftware,andassuchneed:basicinteraction med-

anismsfor understandingachotheranda social infrastructue supportinginteractionstaking place
in anuncertairervironment.In aneffort to go beyond pre-establishedommunicatiorschemaandto

copewith uncertaintythis paperproposesan interactionmechanisnbasedexclusively: on semantic
informationexpressedisingspecificationsandon a socialinfrastructurerelying on trustandreputa-

tion.

1 Intr oduction

Thegrowing diffusionof personablevicesconnected
to Internetis promotingthe developmentof pena-
sive andwirelessapplications,aswell asthosethat
areto be deployed on a Grid or on a P2P network.
A key characteristicof theseapplicationsis their
self-oiganisecanddecentralisedhature,i.e., they are
madeof autonomousoftware entitieswhich do not
know eachotherin advanceandactwithoutary cen-
tral control. Thesesoftware entitiesneedadwanced
meansof communication: for understandingeach
other to gatherand shareknowledge, information
andexperienceamongeachother andto ensureheir
own security(dataintegrity, confidentiality authenti-
cation,accesgontrol). Therefore suchatechnology
needsa socialinfrastructuresupporting,in aninter-
twinedway: mutualunderstandingsnowledgeshar
ing andsecuritysupport.

This paperproposego combinea meta-ontology
framewvork with a dynamictrust-basednanagement
systemjn orderto producea socialsemantianiddle-
ware supportingthe diffusion of semanticinforma-
tion amonginteroperablesoftware.

The proposednfrastructurerelieson the notion of
Specification-Carryin@ode(SCC)asabasisfor mu-
tual understandingactingasa meta-ontology Each
autonomousoftwareentity incorporatesnoreinfor-
mationthanits operationabehaiour, and publishes

more datathanits signature. The ideais to provide
separatelyfor eachentity, a functional part imple-
mentingits behaiour - thetraditionalprogramcode;
andan abstracidescriptionof the entity’s functional
behaiour - asemantidehaioural descriptiorunder
theform of formalspecificationln orderto copewith

the uncertaintyaboutthe ervironment,and peeren-
tities, individual entitiesmaintainaswell local trust
valuesaboutotherentitiesandsharetrustandreputa-
tion informationamongthem.

Suchan interactionmechanisnis usefulfor large
scale systems(world-wide, or with high density),
wherea centralisedcontrol is not possible,and for
which a humanadministratiormustbe completedy
a self-managemerndf the software. Domainsof ap-
plicationsof suchan interactionmechanisninclude
P2PR Grid computingsystems,as well as emeging
domainssuchasAutonomicComputing,or Ambient
Intelligence.

Section 2 presents the principles of the
Specification-Carrying Code paradigm and the
associatedserviceOrientedArchitecture. Section3
then explainshow trust-basednanagemensystems
canbe combinedwith SCCin orderto producea so-
cial semanticinfrastructuresupportingautonomous
decentralisedoftware. Finally, Section4 describes
somerelatedworks.



2 Specification-Carrying Code

At thebasisof ary sociallife, we find communication
capabilities. Communicationis groundedon com-
mon understandingf the informationthatis trans-
mitted along communicationmedia. In the caseof
socialinsects,pheromonealepositedby antsin their
habitatis correctlyunderstoodiependingnwhether
it refersto food, or to the nest. In the caseof hu-
manbeings,words of the languagereferto well un-
derstooctonceptsSimilarly, societieof devicesand
softwareneednteractiondasednacommonunder
standing,.e. relying on acommonsemantics.Cur-
rent practiceusually relies on pre-established¢om-
monmeaningscommunicatiorthroughsharedPIs,
usuallyalreadysharedat designtime andwhich are
uniquely syntacticexpressionsof signatures;com-
municationthroughsharedontologiesallowing run-
timeadequag but requiringsharingof keywords.We
foreseethat future programmingpracticewill con-
sistin programmingcomponentand’pushing”’them
into an execution ervironmentwhich will support
theirinteractions.Therefore future componentsvill
be developedso asto sharea minimal designtime
commonunderstanding.

Theideaadwocatedn this paperis thatinteractions
shouldbe basedn a minimal commonbasis,merely
concepts Pragmaticallyfor artificial entitiesto un-
derstandeachother thoseconceptshave to be ex-
pressedn somelanguage. Therefore,the minimal
commonbasis consistsin a common specification
language usedfor expressinghe conceptsConcepts
canthenbe expressedvith differentwords,andwith
different properties,but equivalent conceptsshould
shareequialentproperties.Thus,thereis no needto
shareidenticalexpressiorof conceptgeitherthrough
APIs, ontologies,or identical specifications).How-
ever, it is necessaryo have a run-timetool ableto
procesghosespecificationsandto determinewhich
of themreferto the sameconcept.

Pushingheideaatits extreme evendifferentspec-
ification languagesould be usedsimultaneoushby
differententitiesto communicaterovidedthereare
translatorgrom onelanguageo the other But thisis
beyondthescopeof this paper

In practice,in additionto their code,entitiescarry
a specificationof the functional (as well as non-
functional capabilities)they offer to the community
The specifications expressedisinga (possiblyfor-
mal) specificationlanguagefor instancea higher
order logical languagedefining a theory comprised
of: functions,axiomsandtheorems.The specifica-
tion actsas a meta-ontologyand describesseman-

tically the functional and non-functionalbehaiour
of the entity. We call this paradigmSpecification-
Carrying Code (SCC) In our current model, a
service-orientedrchitecturesupportsthe paradigm.
Beforeinteractingwith a serviceproviding entity, a
requestingentity may check(throughrun-timeproof
checking)someof its own theoremon the submit-
tedtheory Vice-versa,beforeacceptingo deliver a
serviceaserviceproviding entity maycheckthe cor
rectnes®f therequestingentity. Thisallowsanentity
to interactwith anotherentity only if it cancheckthat
theway the otherentity intendsto work corresponds
to whatis expected.Theimportantthing to notehere
is thatentitiesdo not shareary commonAPI related
totheoffered/requesteskrvice.Indeed sinceentities
do not know in advance(at designtime) with which
entitiesthey will interact,the specificationanguage
actsastheminimalcommonbasisamongtheentities.
Thelack of APIsimpliesin turnthatinput/outputpa-
rametersanonly be of very simpletypes.
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Figurel: SCCPrinciple

Figure 1 shavs two basicprimitives of the SCC
paradigm: a service providing entity registers its
specificatiorto somerun-timemiddlewvarethatstores
the specificationin somerepository An entity re-
guestinga service specifiesthis servicethrough a
specificationandaskstherun-timemiddlevareto ex-
ecutea servicecorrespondingdo the specification.

Onceit recevesanexecuterequestherun-timein-
frastructureactivatesamodelcheclerthatdetermines
which of theregisteredservicess actuallyableto sat-
isfy therequeston the basisof its registeredspecifi-
cation). Thetheorentheclerestablishethelist of all
servicesvhosesemanticgorrespondso therequest.
Dependingon the implementationsthe run-timein-
frastructuremay eitherchose(non-deterministically)
oneserviceactivateit andgive backtheresult(if any)
to therequestingentity; or pasgheinformationto the
requestingentity which will directly contactthe ser
vice provider. In thefirst case the communicatioris



anorymous,while in the secondcaseit is not. De-
pendingonthesituationspothcasesrevaluable.

Dependingon the chosenspecificationlanguage,
the specificatiormayvary from a seriesof keywords
togethemwith someinput/outputparameterslescrip-
tion, to a highly expressve formal specificatiorcon-
sistingof a signatureandadditionalaxiomsandthe-
oremscharacterisinghe behaiour of the operators
specifiedn thesignature Servicesnmatchingrequests
arenotnecessarilgpecifiedn the sametextual man-
ner. Thetheoremchecler ensureghatthey have the
samesemanticsThemoreexpressieis thespecifica-
tion languagethe moreit allowsto getrid of shared
corventionsor keywords.

2.1 A SemanticSewice-Oriented Ar chi-
tecture

The SpecificationCarrying Code paradigmis sup-
portedby a service-orientecrchitecture whereau-
tonomousentitiesregister specificationof available
servicesandrequestserviceshy the meansof spec-
ifications. We have realisedtwo differentimplemen-
tationsof this service-orientedrchitecture.

The first implementationhas been realised for
specificationgxpressing:signature®f availableop-
eratorswhose parametersare Java primitive types;
and quality of service required. Both operators
nameandquality of servicearedescribedusingkey-
words. The resulting ervironment, a middlevare
called LuckyJ, allows sener programsto deposita
specificatiorof their own behaiour or of arequested
behaiour at run-time. In the LuckyJ ervironment
activation of servicesoccursanorymouslyandasyn-
chronously Theserviceproviding entity andthe ser
vice requestingentity never enterin contactcommu-
nicationis ensureby the LuckyJ middlevare exclu-
sively. The requestingentity is not blocked waiting
for a serviceto be activated. Experimentdave been
conductedor dynamicevolution of code,wherethe
servicescan be upgradedduring executionwithout
halting or provoking an error in the client program.
This is an importantfeatureof decentraliseagppli-
cationssincetheapplicationtransparenthgelf-adapts
to new (or updated)servicesintroducedinto the en-
vironment. The LuckyJ ervironmentonly allows the
descriptiorof basicspecificatiorrelying on ontology
(keywords) sharedamongall the participatingser
vices (Oriol andDi Marzo Serugendo2004). Even
thoughLuckyJallows purelysyntacticspecifications,
it neverthelesgproved the viability of the approach
undertheform of a service-orientedrchitectureand
its usefulnes$or dynamicevolution of code.

In orderto remove the needfor interactingenti-
tiesto rely on pre-definedkeywords,a secondmple-
mentatiorof theabove architecturénasbeenrealised.
This architectureallows entitiesto carry specifica-
tions expressedisingdifferentkinds of specification
language,andis modularenoughto allow easyin-
tegrationof new specificationanguageg¢Deriazand
Di Marzo Serugendo2004). This architecturesup-
ports simple primitives for an entity to register its
specification®r to requeshaservice andfor theervi-
ronmentto executethe correspondingequestedode
onceit hasbeenfound.

Thecurrentprototypesupportspecificationsvrit-
teneitherin Prolog,or asregularexpressionsHow-
everit cannotchecktogetherspecificationsvrittenin
two differentlanguages.In the caseof Prolog,the
middleware calls SWI Prolog tool to decideabout
the conformancef two specificationsin the caseof
regularexpressionsve have implemented tool that
checkstwo regular expressionsandis ableto trans-
form theminto Java code.We foreseeheintegration
of additionalspecificationanguagessuchasHigher
Order Logic (HOL) and Isabelletheoremchecler,
JENA, andthe CommonSimpleLogic (CSL).

Thesdanguage$ave differentexpressie powers:
regularexpressionsrea powerful tool for describing
syntacticexpressionsanddo not supportexpression
of semanticproperties.PrologandHOL arelogical
languagesallowing rich expressvity for describing
properties.However, it canrapidly becomeimprac-
ticable to describeusualthings suchas printing, or
comple lists. Therefore,we are investigatinglan-
guagesallowing both logical expressiity andsome
ontologicalconceptssuchasJenaor CSP
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Figure2: SemanticService-Oriented\rchitecture

Figure2 shavstheimplementedemanticservice-
orientedarchitecture.A Codewishingto provide a
serviceor requestinga serviceis first encapsulated
into awrapperCodeWRwhichis responsibléo han-
dle the specificationSpecSorrespondingo the be-
haviour of Code andto handlethe two basicprimi-



tives Register and Execute The adwvantageof using
suchawrapperis thatwith very minor modifications
ary existing sener codecanbecomea specification-
carryingcode.

A run-timeervironment,called ServiceManager,
storesspecificationsof registeredservices,and ac-
tivatesthe correspondingrheoremCheclersoncea
requesthasbeensubmitted.In casea servicecorre-
spondingto the requesthasbeenfound, the wrapper
of the requestingentity then recevesthe necessary
information(IP addressandPortnumber)or contact-
ing directly the service.

The Codeis not aware that there hasbeena di-
rect call to a service;the wrapperhastransparently
managedhewholerequestlf we considethewrap-
per beingpart of the middlewvare,communications
anorymous,asin our previousimplementation.

Additional information related to programming
servicesand requestscan be found in Deriaz and
Di Marzo Serugend@2004).

2.2 Example
2.2.1 Regular Expressions

A specificationfile is a XML file divided into sub-
sections Eachsubsectiortorrespond$o a particular
language Eachsubsectiorhasto be self- contained:
it describesompletelya serviceor arequestA spec-
ificationfile is structurechsfollows:

<?xm version="1.0" encodi ng="UTF-8""?>
<specs>

<regex active="true">

</ regex>

<prol og active="fal se">

</ prol og>
</ specs>

Onceit hasreceved an entity request,the ser
vice managetriesto matchtherequestspecification
with the servicespecificationfor all languagedhat
are active. In the above example, we seethat two
languagesare defined (regex and prolog) but only
oneis active (regex). It meansthatonly regular ex-
pressionswill betakeninto consideration XML al-
lows us to definea differentstructurefor eachlan-
guage For examplein thecaseof regex, we havefour
tags: <nane> which denotesthe nameof the ser
vice, <par ans> which describegshe expectedpa-
rameters<r esul t > which definesthe structureof
theresult,and<coment >, which containsoption-
ally additionalinformation.

The following is an exampleof a sorting service
publicationdefinedby the regularexpression:

<specs>
<description active="true">
<content> Sorting Service</content>
</ descri pti on>
<regex active="true">
<name>(?i )\ wrsort\w</ nane>
<par ans>St ri ng\ *</ par ans>
<result>String*</result>
</ regex>
</ specs>

The regular expression describing the name
((?i)\wsort\w) acceptsall the words that
containtheword sort, like quicksort,sorting,or sort.
(?i) setsthematchingcaseinsensitve. Theparam-
etersareexpressedbetheSt r i ng\ * regularexpres-
sion,whichmeanghatwe expectalist of 0,1 ormore
Strings.If we would expectexactly threeStrings(for
example),we would write String String String. The
resulttag indicatesthat this servicereturnsa list of
Stringsaswell. Notethatit is of courseonly atrivial
example;the power of regular expressionsllows us
to expressa servicenamemuchmoreprecisely

A servicerequesthenis expressedh thefollowing
manner:

<specs>
<description active="true">
<cont ent >Sorti ng Request </ content>
</ descri ption>
<regex active="true">
<name>sort </ name>
<par ans>Stri ng*</ par ans>
<resul t>String\*</resul t>
</ regex>
</ specs>

New tags can be addedin the future. Another
languagecan have a completelydifferent structure.
Thesetwo lastpointsjustify theuseof suchanexten-
siblelanguageasXML.

2.2.2 Prolog

Below is service,ableto reverselists, expressedn
Prolog. This servicedefinesfirst the append oper
ator which is necessaryo definethe reverseopera-
tor r ev. Appendingary list L to the emptylist [ ]
returnsL (line 9). Appendingary list L2 to a non-
emptylist [ H T] (HeadandTail) returnsalist with
thesameheadHandwith L2 appendedo T (lines10,
11).



The r ev operatoris then defined: reversingthe
emptylist, returngheemptylist (line 13); andrevers-
ing anon-emptylist [ H| T] returnsalist R obtained
by recursvely applyingr ev onthetail of thelist and
appendingheheadattheend(lines14,15).

1 <specs>

<description active="true">
3 <content > Reverse Service</content>

</ descri ption>
5 <regex active="fal se">

</ regex>
7 <prolog active="true">

<cont ent >
9 append([],L,L).
append([H T],L2,[H L3]) :-

11 append(T,L2,L3).
13 rev([].[]).
rev([HT],R :-
15 rev(T, RevT), append(RevT,[H,R).

</ content >
17 </ prol og>
</ specs>

The specificatiorrequestisimply describeghe ax-
ioms expectedto be satisfiedby a reverseoperator
herecalledr evli st (lines9, 10), aswell asthe
property that reversingtwo times a list returnsthe
originallist (line 11).

1 <specs>
<description active="true">
3 <content> Reverse Request </content>

</ descri pti on>
5 <regex active="fal se">
</ regex>
7 <prolog active="true">
<cont ent >
9 revliist([],[]), revlist([A B],R,
revlist (B, RevB), append(RevB, [A], R
11 revliist([AB],R , revlist(R [A B]).
</ content >
13 </ prol og>
</ specs>

3 Combining SCC and Trust-
BasedSystems

Humanbeingsexchangedifferentkinds of semantic
informationfor differenttypesof purposesto under
standeachother, to shareknowledgeaboutsomeone
or somethingelse,to take decisionsto learnmore,
etc. Despitepeoplesharethe sameunderstandinge-
gardinginformation, this information remainlocal,
incompleteand uncertain leadingpeopleto rely on

trustto actuallytake decisions.A commonexample
is provided by the trust put into banking establish-
mentsactingaslargely trustedthird partiesfor credit
cardbasednteractions.

It is similar for artificial entitiesthat are situated
into uncertainervironmentsand that have to inter
act with unknown entities. Specificationshelp un-
derstanding.However nothing preventsa malicious
entity to not follow its specificationIn orderto fully
verify this point, the specificationshouldbe accom-
paniedby a proofassertinghatthe codeactuallysat-
isfiesthe specification.Unfortunately evenif a for-
mal proof ensureghatthe codeis not maliciousand
thatit followsits specificationthe samecodecanbe,
dueto badoperationatonditions,unableto perform
theintendedservice . Thereforejnsteadof relying on
formal (rigid) proofs,we have preferredto consider
atrust-basednechanisnthatallowsrun-timeadapta-
tion to peersbehaiour.

The modelwe intendto build thus considersthe
following two above aspect®f humanbehaiour: (a)
communicationthrough semanticinformation; and
(b) ability to take decisiongdespiteuncertaintybased
onthenotionof trustandrisk evaluation.

The semanticinformation is expressedusing a
specificatiolanguageorveying thesemantigartof
thespecificationRun-timechecledpropertiesassess
semantianeaning.Local contet informationis also
provided underthis form. This is usefulfor mobile
devicesor mobilecode.

As said before, even if properties have been
checled,theunderlyingcodecanbemalicious,or for
somereasorit cannotfollow its specificationThere-
fore, in additionto the notion of specification(for-
mally describingthe basisof interactions),a trust-
basedmodelis usedfor sharingknowledgeamong
entities. This allows run-time adaptationto current
behaiour, basedon direct obserations,andrecom-
mendations. The samesemanticframenork senes
for expressingecommendation®r diffusing obser
vations(theoriescanbe dynamicallybuilt and mod-
ified). In addition, the propagatiorof propertiesor
theoremsintegrateswell into the trust framework,
sincesendingatheoremis oneform of recommenda-
tion. Entitiesexchanganformationcorveying differ-
ent typesof meaning: functionality, non-functional
aspectsquality of service,currentstate;events(rec-
ommendationssecurityattacks pbsenations).etc.

3.1 Trust-BasedSystems

Trust-basedystemsor reputationsystemgaake their
inspirationfrom humanbehaiour. Uncertaintyand



partialknowledgearea key characteristiof the nat-

ural world. Despitethis uncertaintyhumanbeings
malke choices,take decisions,learn by experience,
and adapttheir behaiour. We presentheretwo re-

searchworks from which we will take inspirationto

extendour currentarchitectureanoperationamodel
for trust-basecatontrol, and a trust calculationalgo-

rithm thatallowsto calculatea global(emegent)rep-

utationfrom locally maintainedrustvalues.

SECURE Trust System. The Europeanfunded
SECURE project has establishedan operational
modelfor trust-basediccesscontrol. Systemscon-
siderecby the SECUREprojectarecomposef aset
of entitiesthatinteractwith eachother Theseentities
are autonomousomponentsable to take decisions
and initiatives, and are meaningfulto trust or dis-
trust. Suchentitiesare calledprincipals Principals
arefor instanceportabledigital assistantéPDAs) act-
ing on behalfof a humanbeing,or personatomput-
ers, printers, mobile phones,etc. They interactby
askingandsatisfyingservicegdo eachother

In a system based on the human notion of
trust (Cahill and al., 2003), principals maintain|lo-
cal trust valuesaboutother principals. A principal,
whorecevesarequesfor collaboratiorfrom another
principal,decider notto actuallyinteractwith that
principalon the basisof the currenttrustvalueit has
onthatprincipalfor thatparticularaction,andon the
risk it mayimply of performingit. If thetrustvalue
is too low, or theassociatedisk too high, a principal
may rejectthe request. A PDA requiringan access
to a pool of printersmay seeits accessleniedif it is
not sufficiently trustedby the printers. For instance,
it is known thatthis PDA sendscorruptedfilesto the
printers.

After eachinteraction participantsipdatethetrust
valuethey have in the partnerbasedntheevaluated
outcome(goodor bad)of theinteraction.A success-
ful interactionwill raisethetrustvaluethe principal
hadin its partner while an unsuccessfuinteraction
will lower thattrustvalue. Outcomesof interactions
arecalleddirectobservationsAfter interactingwith
a printer, a PDA obseresthe resultof the printing.
If it is asexpectedfor instancedouble-sidedandthe
documenis completelyprinted,the PDA will adjust
thetrustvalueon thatparticularprinteraccordingly

A principal may alsoaskor receive recommenda-
tions (in the form of trustvalues)aboutother princi-
pals. Theserecommendationareevaluatedthey de-
pendon thetrustin the recommender)andsene as
indirect observationgor updatingcurrenttrust val-
ues. As for direct obsenations, recommendations
may eitherraiseor lower the currenttrustvalue. We

call evidenceboth direct and indirect obsenations.
SomePDAs may experiencdrequentpaperjams,on
agivenprinter They will update(in this caselower)
their trustvaluein thatprinter, andadertisethe oth-
ers,by sendingthemtheir new trustvalue. The PDA
thatrecevesthisrecommendatiowill takeit into ac-
count,anddecideif it usesthatprinteror not (Terzis
etal.,2004).

Thus, trust evolveswith time as a result of evi-
denceandallowsto adapthebehaiour of principals
consequently

EigenTrust. EigenTrust (Kamvar et al., 2003)is
areputationsystemfor P2Pnetworksin which every
peerratesthe peersfrom whosethey downloadfiles.
It is aninterestingsolutionto the problemof main-
taining in a totally decentraliseanannerlocal trust
valuesthatglobally corvergeto anemegentreputa-
tion value. Thesevaluesare storedin a local trust
vector Startingfrom theseslocal trust values, the
distributed EigenTrust algorithm computesa global
trustvector representingheglobalreputatiorof each
peer Eachpeercomputeghis vectorandthe authors
provedthatthe computatiorwill alwayscornvergeto
the sameglobaltrustvector Simulationsof systems,
basedn this trustmechanismshav thatthe number
of inauthenticfiles downloadedby honestpeersstill
significantlydecreaseevenif upto 70%of thepeers
colludein orderto subvertthe system.

The ideais that the global reputationof one peer
depend®nwhatotherpeerghink aboutit, according
to the successfulnessf formertransactionspn what
friendsthink aboutit, on whatthe friendsof friends
think aboutit, andsoon; if thechainis long enough,
theresultof the computatiorconvergesto the global
trustvalue.

A setof peers,calledscoremanagersis assigned
to eachpeer A scoremanageis responsibléo store
the global trust value, i.e. the emegentreputation
value, of its daughterpeer To determinethe score
managerof a specificpeer a client peerwill ap-
ply differentdistributedhashfunctionson the peers
identity. All honestscoremanager®f a specificpeer
will thengive the sameglobaltrustvalue.

3.2 Towards a Social Semantic Sewice
Oriented Ar chitecture

In orderto incorporatea sociallayerinto our current
semantiarchitectureye areplanning:to extendour
currentinteractionmodelin orderto incorporaterust
information; andto adaptthe EigenTrust algorithm
from file sharingto servicegequests.

Derived from the SECURE trust-basedaccess



model,we describeneretrust-basethteractionsules
groundedon semanticinformation exchangeand
globalemegentreputation:

e Requestor collaborationandexchange of spec-
ifications. A principal A recevesa requestor
collaboratiorfrom anotherprincipalB. A andB
exchangetheir respectie capabilitiesunderthe
form of a specificationexpressedn the speci-
fication language.They learneachotherabout
theirrespectie providedservices.

e Decisionto interact. Basedon the receved
specification,A and B respectiely evaluateif
theserviceprovidedby theotherfulfil its needs
(checkingof propertiesexpectedto be satisfied
by the partner).

The decisionthendepend®n the evaluationof
the specification pastdirect obsenationsof in-
teractionswith B (if ary), previously receved
recommendationaboutB from other entities,
currenttrustvalue A hasaboutB, andthe risk
incurredby the interaction. A may alsodecide
to askscoremanagersiboutthereputationof B.

e TrustUpdate If A decidedo interactwith B, it
will obsenetheoutcomeof theinteractiongval-
uatesit (positive or negative), and updatesac-
cordinglythelocaltrustvalueit maintainsabout
B.

¢ ReputatioriJpdate Oncelocaltrustvalueshave
beenupdatedthe EigenTrust algorithmis then
startedandthe new value of the global reputa-
tion is computed.

¢ Recommendations.Besidescollaborationre-
guests,A may receve a recommendatiofirom
B underthe form of specificationdefining the
degreeof trustthe recommendehason a sub-
jectC. Recommendatiorareevaluatedwith re-
spectto trustin therecommendeandmale the
trust A hasin the subjectC evolve (increaseor
decrease).

Themodeldefinegshenahomogeneousamenork
which senesfor expressingand checkingsemantic
informationof differentkinds: functionalbehaiour,
non-functionalbehaiour, obsenations,and recom-
mendations.

3.3 Discussion

UsingEigenTrustin our architecturewill allow users
to ask servicesonly to reputablepeersand exclude

maliciouspeers.Startingfrom thecurrentEigenTrust
algorithm,we intendto addresshefollowing issues:

Two-waysating. In its currentform EigenTrustal-
lowsone-wayratingonly. In thesystemsve considey
we needa two-ways rating. Indeed,like in eBay
wherebothbuyerandsellerrateeachother we want
thatserviceprovidersandclientsrateeachotherafter
everytransactionOntheclientsideit is obviousthat
we want to know which servicesare reputableand
which are maliciousones. On the servicesideit is
alsointerestingto avoid maliciousclientsthattry to
malke denialof servicesattacksor thattry to corrupt
theserviceby sendingbadparameters.

Privilege good principals. In orderto encourage
principalsto provide goodserviceswe suggespriv-
ileging thosewith a high reputation. In caseof a
network overload,areputableservicewill seneonly
reputableclients. In fact, the more a principal be-
comesreputable,the more it will deal with high-
trustedpeers.

Different trust values. The EigenTrust algorithm
definesonly onetrust value for eachpeer The au-
thors claim that a peerthat provides goodfiles will
alsobegoodin providing trustvaluesfor otherpeers.
In the caseof our architecturewe preferto compute
differenttrust value: onefor eachavailable service,
onefor the behaiour of a principalwhenit actsasa
client,andoneindicatingits reliability for trustcom-
putationof otherpeers.

ReputationUpdate The EigenTustalgorithmim-
pliesthatreputationvaluesareall calculatedogethey
sincetrust valuesare all closely linked and depen-
dentof eachother However, we could considera
moreflexible algorithm,still inspiredby EigenTrust,
thataswell corvergesto the globalemegentreputa-
tion, but not necessarilyn oneshot. The reputation
valuewould convergeslowly but thewholealgorithm
would not affectthe efficiency of the system.

Distributed Architectue. Our SQA architecturds
currentlycentralised The ServiceManageractsasa
sener that connectsclient entitieswith services. It
is similar to Napsterclientsaskthe senerfor a spe-
cific file, andthe sener respondsith the addresof
the peerthatcontainsit. The maindifficulty thatwe
will have to faceto obtaina completelydecentralised
architecturas the problemof peerdiscovery. Where
shoulda peerconnectin orderto find a service?In
mary well-knowvn P2Pfile sharingsystemsike in
Kazaa,the peersthat have a high-speecconnection
areautomaticallydesignedassupernodes.A super
nodeis a peerlike anothey but which addsa direc-
tory service. All otherpeersconnectto the closest
supernodein orderto locatea specificfile. If the



supernodedoesnot have it, it transmitsthe request
to anothersupernode.

In our future distributed architecture,the cen-
tralisedservicemanagemwill disappear The direc-
tory functionality provided by the servicemanager
will becomea servicelike another Every peercan
thereforeactasaservicemanager

3.4 Example

The following small exampleshowvs how a group of

computerganshareapoolof printersthroughouren-

visionedinfrastructure.Beforeinteractingwith each
othercomputersand printersexchangetheir respec-
tive functionalaswell asnon-functionakcapabilities,
e.g. a printer claimsthatit is a postscriptdouble-
sidedprinter, anda computerasksto print aPDFfile.

After having interactedwith a printer, the computer
storesthe obsenation relatedto its experiencewith

the printer (works asexpectedonly oneside,noim-

pressionat all, etc.). Dependingon the outcomeof

the interaction,or if it hasbeenrequestedo do so,

the computermay wantto shareits knowledgewith

someof the othercomputers.t will theninform the

othergthattheprinteris notactuallydouble-sidedhut

only singlesided or thatthe printerwentoutof toner,

andis no longeravailable,or thatoneof the printers
is faulty andhasa randombehaiour.

This example shaws that: printers and comput-
ers can exchangeinformation abouttheir respectie
functionaland non-functionalbehaiour; computers
can exchangeinformation amongthemseles about
the printersandothercomputersstateor actualcapa-
bilities (independentlyf theirclaimedfunctionality);
thesharedknowledgeallows computerdo efficiently
usethe remainingset of working printers (adapta-
tion, resourcemanagement)aswell asto correctly
inform the useraboutthe nearestwell functioning
printer. Thisexampleshavsaswell thevalidity of in-
formation.Thefaulty printerhasarandombehaviour,
this is a long termvalid information (informationis
not very accurate put not volatile). However, if the
printer hasbeenable to print two minutesago, we
canalmostbe surethatit will be ableto printin the
next coupleof minutes,but not necessarilyater (in-
formationis accurateut highly volatile). This exam-
ple raisesalsothe questionof the accurag of shared
information. In the caseof the printer, it claimsthat
it canprint, but actuallyit cannot. In the caseof a
computer it can claim that the printer is out of or-
der, butit maylie. In bothcasessharingknowledge
aboutprintersor other computershelpscircumwent
the problem,andadaptthe individual aswell asthe

collective behaviour to the ervironment.

4 Stateof the Art

Specification-CarryingSoftwae.  The notion of
specification-carryingsoftware is being investigate
sinceseveral yearsat the Kestrelinstitute (Pavlovic,
2000; Anlauff et al., 2002). This ideahasbeenpro-
posednitially for softwareengineeringconcernses-
sentially for: ensuringcorrectcompositionof soft-
wareandrealisingcorrectevolution of software. Al-
gebraicspecificationsand cateyorical diagramsare
usedfor expressingthe functionality, while coalge-
braic transition systemsare usedto define the op-
erationalbehaiour of components. The visions of
thisteamincludeaswell run-timegeneratiorof code
from the specifications. Comparedo theseworks,
this paperproposes versionwherethe behaiour of
acomponents notfully specifiedn all its operational
details,but sufficiently in orderto be usedfor correct
self-assemblyf softwareat run-time.
Meta-Ontolgies. Meta-ontologiesare algebraal-
lowing definitionof typetheoriespperationsandax-
ioms. Fromthat perspectie, cateyory theory(John-
sonandDampne, 2001),higherorderlogicsthatde-
fine terms,operatorsaxioms,andprovableor check-
abletheoremsaremeta-ontologies.
CurrentsemanticWeb servicessimply useinfor-
mation, expressedor communicatedthrough lan-
guagessuchasRDF or OWL, aslinking glue. How-
ever, theexchangednformationis notyet usedto al-
low full interoperationpor reactve behaiour to the
semanticsof information. Middleware addressing
both semanticissuesand intelligent interoperability
arecurrentlyanopenissue.
Trust-BasedVlanagementSystemsTrustmanage-
ment systemsdeal with security policies, creden-
tials and trust relationshipg(e.g., issuersof creden-
tials). Most trust-basednanagemensystemscom-
bine higherorderlogic with a proof broughtby are-
guestethatis checledatrun-time.Thosesystemsre
essentiallybasedon deleggation,andsene to authen-
ticateandgive accesgontrolto a requestefWeeks,
2001). Usually the requestetbrings the proof that
a trustedthird entity assertghat it is trustableor it
canbe grantedaccess.Thosesystemdave beende-
signedfor static systemswherean untrustedclient
performssomeaccesgontrolrequesto sometrusted
sener (Appel andFelten,1999; Baueret al., 2001).
Similar systemsfor open distributed environment
have alsobeenrealised for instanceli etal. (1999)
proposesa delggation logic including negative evi-
dence,and delggation depth, as well as a proof of



compliancdor bothpartiesnvolvedin aninteraction.
ThePolicyMaker systems adecentralise¢tustman-
agemensystemgqBalzeet al., 1996)basedon proof
checkingof credentialsallowing entitiesto locally
decidewhetheror not to acceptcredentialwithout
relyingto a centralisecertifying authority).

Tag-BasedModels. Tags are markingsattached
to eachentity composingthe self-oganisingappli-
cation(Halesand Edmonds2003). Thesemarkings
comprisecertaininformationon the entity, for exam-
ple functionalityandbehaiour, andareobsened by
the otherentities. In this casethe interactionwould
occuronthebasisof the obsenedtag. Thisis partic-
ularly usefulif appliedto interactingelectronicmo-
bile devicesthatdo not know eachotherin adwance.
Wheneer they enterthe samespace for examplea
spacewherethey candetecteachotherandobsene
thetags,they candecideon whetherthey canor can-
notinteract.

Smartlabels/Smarflags. Smarttaggingsystems
are alreadybeing deployed for carrying or dissem-
inating data in the fields of healthcare,erviron-
ment, and users entertainment.For instance,n the
framework of datadisseminatiormamongfixednodes,
(Beaufouret al., 2002) proposea delivery mecha-
nism, basedon the local exchangeof datathrough
smarttagscarriedby mobile users. Mobile usersor
mobile devicesdo not directly exchangesmart-tags;
they only disseminatelatato fixed nodeswhenthey
arephysicallycloseto eachother Datainformation
vehicled,by smarttags,is expressedastriples indi-
catingthe nodebeingthe sourceof the information,
the information value, and a time indication corre-
spondingto the information generation. Smarttags
maintain,store,and updatetheseinformationfor all
visited nodes. A Bluetoothimplementatiorof these
SmartTagshasbeenrealisedin the framavork of a
vendingmachine(Beaufour 2002). In smarttagging
systemsgdataremainstructurallysimple,andunder
standableby humanbeings, and doesnot actually
sene asabasisfor autonomousocal decisions.

5 Conclusion

Themodelproposederefollows the separatiorinto
individual capabilitiesand social organisationmen-
tioned by Minsky (Minsky, 1988). The exchange
of functional and non-functionalcapabilitiesin our
model correspondgo the diffusion of knowledge
aboutthe capabilitiesof individual principals. The
use of trust and the exchangeof recommendations
addsa sociallayer on top of the interactionmecha-
nism. Typical applicationghat canbenefitfrom this

technologyincludewirelesscellularnetwork routing,
ambientintelligencesystems(Ducatelet al., 2001),
autonomiccomputingsystems(Kephartand Chess,
2003),0r accessontrolsystems.

In orderto experimentthis approachwith mobile
componentsye foreseeaswell to combineour pro-
totypewith a positioningsystemcurrently deployed
in our department.
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